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Goals
● Better expose the consolidation and 

centralization of email hosting
● Showcase vantage point of DNS resolvers, 

and their value for insightful data
● Collaborating and having fun

WHO IS “REALLY” RUNNING EMAIL?
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Motivation
● Tobias Seijsener

– study historical trends
– using OpenINTEL data
.ch .ee .fr .se .sk

– national sovereignty

WHO IS “REALLY” RUNNING EMAIL?
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Motivation
WHO IS “REALLY” RUNNING EMAIL?

V. RESULTS

In each ccTLD studied, the top provider 
is consistently a local one from the 
respective country.

“
VII. CONCLUSION

The degree of centralization and providers 
involved are less non-European than 
hypothesised

“
VIII. FUTURE WORK

What this method fails to take into 
consideration is the actual traffic to these 
MX servers

“
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Method
WHO IS “REALLY” RUNNING EMAIL?

Caching
Recursive
Resolver net

.

  ripe.net

Authoritatives   ripe.net MX

                net 172800 NS a.gtld-servers.net

a.gtld-servers.net 172800 A  192.5.6.30

   ripe.net 172800 NS manus.authdns.ripe.net
manus.authdns.ripe.net 172800 A  193.0.9.7

    

ripe.net MX

    SMTP

OS

Stub
getaddrinfo()

    

ripe.net 300 MX 10 mail-mx-1.ripe.net
             MX 10 mail-mx-2.ripe.net

   ripe.net MX

   ripe.net MX

1

mail-mx-1.ripe.net

2

ripe.net 300 MX 10 mail-mx-1.ripe.net
             MX 10 mail-mx-2.ripe.net
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Method
WHO IS “REALLY” RUNNING EMAIL?

The total number of signed 
domain names or the number 
of validating resolvers give a 
distorted view, if widely-used 
domain names are not 
protected and popular 
resolvers are not validating. 
We therefore propose a 
metrics focused on the 
number of transactions 
protected with DNSSEC. 

“
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Method
WHO IS “REALLY” RUNNING EMAIL?

Ideally, we recommend 
collecting this metric directly 
on recursive resolvers

“
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Method
WHO IS “REALLY” RUNNING EMAIL?

● 3.64%
● APNIC measures this using 1.1.1.1 resolver
● Presented @ OARC 41 by Joao Damas

https://indico.dns-oarc.net/event/47/contributions/1030/
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Method

●

● How Quad9 Handles Your Data | 2025

WHO IS “REALLY” RUNNING EMAIL?

We do share other aggregated data (again, no 
personal data) with some partners or researchers 
for the express purposes of improving security and 
performance of the DNS.

“

https://quad9.net/news/blog/how-quad9-handles-your-data-2025/
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Method
● Tobias Seijsener

– study historical trends
– using OpenINTEL data
.se .ee .ch .sk .fr

WHO IS “REALLY” RUNNING EMAIL?

{ "geoip"        : { "country" : { "iso_code" : "NL" } },
, "pop_code"     : "ams"
, "requestData"  : { "time" : 176087146797899080
                   , "timePrecision" : "ns" }
, "responseData" :
  { "answers" :
    [ { "class"      : "IN"
      , "domainName" : "*****"
      , "rData"      : "10 *****.mail.protection.outlook.com."
      , "recordType" : "MX"
      , "ttl"        : 60 }, … ]
, …
, "sample_rate"  : 20 }
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Top mostly used MX hosts
RESULTS

■ outlook.com 14.6%
■ google.com 11.1%
■ yahoodns.net 7.8%
■ h-email.net 3.8%
■ artegic.net 1.9%
■ gmx.net 1.3%
■ other 59.5%

outlook.com

google.com

yahoodns.net

h-email.net
artegic.netgmx.net

other



outlook.com

SELF

google.com

yahoodns.net h-email.net artegic.net

other

Top mostly used MX hosts
RESULTS

saava.co.ke 0.6%
webcfs07.com 0.2%
icrtravel.com 0.2%
yingjian.cc 0.2%
focuspoint.tech 0.1%
andro.ovh 0.1%
zarzadca.biz 0.1%
laposte.net 0.1%
appleid.com 0.1%
openrainbow.net 0.1%
appway.biz 0.1%
qwer12.top 0.0%
other 13.0%

SELF
■outlook.com 14.6%
■SELF 14.4%
■ google.com 11.1%
■yahoodns.net 7.8%
■h-email.net 3.8%
■ artegic.net 1.9%
■other 46.3%
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Top  source and target localities
RESULTS

NL

DE
TR

RU

FR
LT

other

com

de
net

fr
pl
nl

other

■ NL 32.1%
■ DE 24.7%
■ TR 7.7%
■ RU 7.7%
■ FR 7.5%
■ LT 5.2%
■ - 15.1%

■ com 44.5%
■ de 11.2%
■ net 8.3%
■ fr 4.1%
■ pl 3.4%
■ nl 2.8%
■ - 25.7%

BY GEOIP BY TLD



Comparing with Tobias’ results
RESULTS

.CH ZONE EMAIL TRAFFIC TO <NAME>.CH NAMES

hostpoint.ch

infomaniak.ch

outlook.com

google.com
jimdo.com

servicehoster.ch

other

bluenet.ch

outlook.com

hostpoint.ch
gmx.net infomaniak.ch

u
n

ifi
ed

.services

other



Comparing with Tobias’ results
RESULTS

.EE ZONE EMAIL TRAFFIC TO <NAME>.EE NAMES

zone.ee

elkdata.ee

outlook.com
google.com

telia.ee
serveriai.lt

other zonemx.eu

outlook.com

inbox.eu

elkdata.ee google.com
alltheemails.com

other
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Comparing with Tobias’ results
RESULTS

.FR ZONE EMAIL TRAFFIC TO <NAME>.FR NAMES

ovh.net

ionos.fr
gandi.net

outlook.com
google.com

m2bp.com

other
outlook.com

orange.fr

ovh.net
lemnia.net

yahoodns.net
assurance-maladie.fr

other



Comparing with Tobias’ results
RESULTS

.SE ZONE EMAIL TRAFFIC TO <NAME>.SE NAMES

one.com

outlook.com

loopsia.se google.com oderland.com
simply.com

other outlook.com

one.com

loopia.segoogle.com
yahoodns.net

h-email.net

other
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Comparing with Tobias’ results
RESULTS

.SK ZONE EMAIL TRAFFIC TO <NAME>.SK NAMES
websupport.sk

webglobe.sk

webhouse.sk

exohosting.sk

outlook.com
google.com other

outlook.com

eco-mx.cz

azet.sk

h-email.net

websupport.sk

zoznam.sk

other
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Who is actually really running email?

● An email service from a locality
may be registered in any TLD

● MX registrations in a TLD are not 
necessarily from that TLD’s locality

● A WHOIS or RDAP of the MX query name 
might be better … but cumbersome

OBSERVATIONS



Who is actually really running email?

Willem Toorop @ future RIPE meeting

?   or   !
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