
Nameshed
Modern DNSSEC signing



name•shed   | ˈneɪm ʃɛd | 

noun 
the result of bikeshedding a working title for your DNS software 

and likely using it as the name you release with. See also, Unbound.



☙  Introduction  ❧



domain 
• est. 2015 • 

❦ 

a DNS library 
for Rust







Our ever expanding DNS library for Rust

The domain crate

• Started out as a Friday-project 

• Received a massive boost in 2024 with a grant from Sovereign Tech Agency 

• A basic stub resolver, response caching, DNSSEC validation; 

• Zone loading, answering queries and zone transfers; 

• Key management and DNSSEC signing; 

• Proxy capabilities and DNS request routing; 

• Binaries for DNS inspection (dnsi) and a DNS toolbox (dnst).



Our ever expanding DNS library for Rust

The domain crate

• Today, our Rust DNS projects have a team of six developers 

• Forms the basis for the next 5+ years of DNS tooling from NLnet Labs 

• Not just experimental — used extensively at Cloudflare, for example 

• Runs in tandem with our projects in C

blog.nlnetlabs.nl/the-next-five-years-of-dns-at-nlnet-labs/ 

blog.nlnetlabs.nl/overhauling-domain/

https://blog.nlnetlabs.nl/the-next-five-years-of-dns-at-nlnet-labs/
https://blog.nlnetlabs.nl/overhauling-domain/


Not our only Rust project…



☙  Experience  ❧



Packaging

• Binary Packages via packages.nlnetlabs.nl 

• Debian 

• Ubuntu 

• RHEL / Rocky Linux 

• Docker 

• Alternatively, build from source using cargo



Documentation



Monitoring



API



User Interfaces



All combined with 25 years of  
DNS experience



☙    nameshed    ❧ 
a primary nameserver



A new DNSSEC-signing solution 

• OpenDNSSEC has fulfilled its lifetime goals 

• Served the DNS community well for many years 

• Keep the strengths, improve on the weaknesses 

• We intend to announce End-of-Life for OpenDNSSEC this year



Stakeholder Interviews 
❦ 

SIDN, DNS Belgium, RESTENA, 
CentralNIC, Netnod, Afnic,  

and many others…



Some of the take-aways from our interviews

What you told us

• Assurance that software behaves predictably  

• Include the ability to add any external form of checks 

• Offer sensible defaults, but include clear and precise controls 

• Comprehensive documentation 

• Modern statistics and monitoring 

• Cater for container deployments; orchestration in AWS ECS, K8S or others



Some of the take-aways from our interviews

What you told us

• Protection against sudden key changes or deletion 

• CDS/CDNSKEY and  ZONEMD support 

• Migration path from OpenDNSSEC 

• Offer an API 

• Cater for advanced scenarios 

• Backup keys (offline KSK) 

• Multi-signer



Design Goals 
❦ 

Sensible Defaults 
Controllability 
Observability 

Flexibility



Nameshed Components

• Zone Loader 

• Zone Signer 

• Key Manager 

• Review / Public Server 

• Central Command 

• Zone Storage
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Planning

• Q2 2025: Refine Key Management 

• Q3 2025: Prototype 

• Q4 2025: 0.1 Release



Ensuring a sustainable future for our non-profit foundation

Funding

• Our products are forever open-source and liberally licensed 

• No freemium or “Subscription Edition”, ever 

• Our primary income source is through Support Agreements  

• Direct access to the development team for expert assistance 

• Early security vulnerability notices under NDA 

• Current nameshed development is financed from our reserves 

• In the longer term, the project will have to stand on its own feet



Talk to us about your 
wishes and needs! 

❦ 
Benno and I are here for you.



Questions 

nlnetlabs@fosstodon.org 

nlnetlabs.bsky.social 

alex@nlnetlabs.nl 

mailto:nlnetlabs@fosstodon.org
http://nlnetlabs.bsky.social
mailto:alex@nlnetlabs.nl

