NETWORK MEASUREMENT
(PCAP, NET FLOW, IPFIX, SFLOW, LOGS, .. .)

DDOS_DISSECTOR
INPUT: NETWORK MEASUREMENT
OUTPUT: DDOS FINGERPRINT (+*NOTES)
FILTERED & ANONYMIZED NETWORK MEASUREMENTS

DDOS_FINGERPRINT_CONVERTERS

INPUT: DDOS FINGERPRINT

OUTPUT: RULE/SIGNATURE FOR SPECIFIC HW/SW SOLUTION(S)
(SNORT, SURICATA, BRO, IPTABLES, EBPF, BGP FLOWSPEC, .. .)

DDOSDB
STORE, ENRICH, AND DISTRIBUTE DDOS ATTACK RELATED INFO




